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What is JNET?

 JNET is the Commonwealth’s primary 
public safety and criminal justice 
information broker.

 Provides access to 40 applications 
with information from 19 data 
providers.

 Offers web services and notifications.



Data Providers

 Commonwealth Law Enforcement Assistance Network (CLEAN) 

 National Crime Information Center (NCIC) 

 National Law Enforcement Telecommunications System (NLETS) 

 Interstate Identification Index (III) 

 Interstate Photo Imaging Network (IPIN) 

 Pennsylvania State Police (PSP) 

 Administrative Office of Pennsylvania Courts (AOPC) 

 Pennsylvania Board of Probation and Parole (PBPP) 

 Pennsylvania Department of Corrections (DOC) 

 Pennsylvania Department of Transportation (PennDOT) 



Data Providers

 Pennsylvania Juvenile Court Judges’ Commission (JCJC) 

 Pennsylvania Commission on Sentencing (PCS) 

 Pennsylvania Commission on Crime and Delinquency (PCCD) 

 Pennsylvania Department of Public Welfare Automated Child 

Support Enforcement System (PACSES) 

 Department of Conservation and Natural Resources (DCNR)

 Department of Health (DOH) 

 Department of Human Services (DHS) 

 Department of Labor and Industry (DLI)

 Over 100 county adult probation and prison record management 

systems



JNET Users

JNET serves law enforcement and public safety 
officials at the federal, state, and local level.  
Typical users are police, probation officers, courts, 
911 and booking centers, district attorneys and 
domestic relations. 

37 state organizations

44 federal agencies 

8 Business Partners

67 counties connected to JNET

1,187 municipal police departments
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JNET Infrastructure

JNET’s Username & Password and OTP solution controls access 
by using:

 Base security roles determined by location, job or roles.
 Application roles.
 Training requirements.
 Approval / authorization from agency (Sponsor, JTAC or 

Business Partners)
 Second Factor authentication is required for access to 

criminal history information.

User identities are managed through a combination of NetIQ 
Access Manager, Identity Management Suite and eDirectory.



Security Roles

Role Access

•Public Information only  

•Penn DOT Photos
Non-Criminal Justice User

Non-Criminal Justice (Non-CJ) - Has access to all public information 
available within JNET, secure Web mail and Penn DOT Photos. Has limited
access to criminal justice information through AOPC and no access to PSP 
CCHRI. Users attend or receive overview training.

Generally, persons in this category do not have employment with a 
criminal justice agency, but support a criminal justice agency during the 
course of their duties.

Examples include: Treasurers’ Office, Prothonotary, Information Tech 
staff, PA Turnpike Commission etc.



Role Access
• Criminal Justice information but not

CCHRI

• Public Information

• Penn DOT Certified Driving History (if 

approved by Sponsor)

Criminal Justice User

Criminal Justice  (CJ) - Has access to several photo databases through 
PennDOT and WebCPIN, all criminal justice information available through  
Dept of Corrections, Probation and Parole and Administrative Office of PA 
Courts, but not PSP CCHRI.  Can also access information through Dept of 
Public Welfare and Domestic Relations.

Criminal Justice agencies have a substantial portion of their budget 
dedicated to the pursuit of criminal justice activities, such as: detection, 
apprehension, prosecution, sentencing, detention, supervision, or 
rehabilitation of criminal offenders.

Security Roles



Role Access
• PSP’s centralized Computerized     

Criminal History Record Information     

(Rap Sheets, NCIC Information)

• Criminal Justice information

• Public Information

Criminal History User

Criminal History (CH) - Has access to all criminal justice information 
available within JNET, including the Pennsylvania State Police (PSP) 
centralized Computerized Criminal History Record Information (CCHRI), 
thus these users fall under CHRIA statute provisions and audit 
requirements and also have to be PSP CLEAN Certified.  

Security Roles



Application Roles

• Determined by Dataholder.

• Additional level of security to 
determine who can view the data.
 PennDOT

 JTS

 Vehicle Certification

 DHS and 

 JFRS.



Administrative Roles

Sponsor
• The role of the Sponsor is to oversee those 

individuals applying for access to JNET. In 
most cases, the sponsor is usually the Chief 
or Director, however the sponsor can be 
anyone within the agency who understands 
JNET and the responsibilities of those within 
their department applying for JNET access.



Registrar
• The Registrar is responsible for maintaining 

user’s roles and JNET access within the User 
Provisioning System, which contains 
information for JNET users.

• Registrars have the ability to add and remove 
roles, move users from one location to 
another and downgrade user's access.

• Assist with Password Resets.

Administrative Roles



JTAC
• Each agency or county accessing criminal 

history information through JNET must have a 
JNET Terminal Agency Coordinator (JTAC). 
The JTAC is the point of contact concerning all 
criminal history information accessed by JNET 
Criminal History (CH) users. 

• In addition, the JTAC is responsibilities for 
managing all Criminal History certifications, 
PennDOT transactions and approving Criminal 
History requests.

Administrative Roles



JNET Applications

The JNET Portal is an internet accessible website that provides 
access to the following applications based on roles.

 AOPC UJS Portal
 Crime Network (cNET)
 DCNR ATV and Snowmobile Inquiry
 DOH Birth Record Inquiry
 Domestic Relations Warrants
 DHS Recipient Address Inquiry
 Electronic Reporting Statistics
 ISOATS
 JNET Address Search
 JNET Automated Registration System
 JNET Background Check

 JNET Federated Search



JNET Applications

 JNET Photo Search
 JNET Traffic Stop
 JNET Warrant Search

 JNET Warrant Correction
 JNET Facial Recognition System (JFRS)
 JNET User Provisioning System
 Juvenile Case Management System Inquiry
 Juvenile Tracking System
 Learning Management System (LMS)
 Law Enforcement Justice Information Web Interface

 Notifications
 License Plate Reader (LPR) Suspended and Expired
 PA Department of Labor & Industry Employment Query
 PBPP-259
 PCCD Constable Query



JNET Applications

 PCCD Sheriff/ Deputy Sheriff Query
 PennDOT In-Transit Tag
 PennDOT License/Registration Pickup
 PennDOT Photos/History
 PennDOT Vehicle Inspection and Emissions
 PennDOT Vehicle Registration
 Pre-sentence Investigation (PSI) Index
 Protection from Abuse Database (PFAD)
 PSP CLEAN PortalXL
 Sentencing Guidelines Software (SGS Web)
 Statistical Reports
 User Transaction Log Lookup Report
 WebCPIN
 Web Services Monitoring Tool



Federated Search



Federated Search



PennDOT Driver’s Info



PennDOT Driver’s Info



WebCPIN



WebCPIN – Other Views



Facial Recognition



UJS Portal



UJS Portal - Dockets



UJS Portal - Calendar



Labor & Industry



Labor & Industry



Notification



Notifications



Juvenile Tracking System



Learning Management (LMS)

• Web-based training 

available 24/7. 

• Register for on-line 

and instructor led 

classes. 

• Use the LMS to learn 

about new or existing 

applications. 

• Some trainings are 

required before a role 

can be assigned.



Requesting Roles

Users can request the JTS role in User 
Provisioning. 



Requesting Roles

Choose the JTS View role. The user will see a message 
in red about the training requirements.



Requesting Roles

If the user tries to submit without completing the 
required training, the user will get a message.



LMS – Required Training

Once the training is completed….



Requesting Roles

… the user is able to submit a request to their 
Sponsor.



Juvenile Tracking System



Juvenile Tracking System



Juvenile Tracking System



Juvenile Tracking System
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Juvenile Information Inquiry Project

• JCJC is developing a new inquiry 
system to replace JNET’S JTS 
(Juvenile Tracking System)

• Hosted by JNET

• Using real-time data provided by 
JCJC’s PaJCMS application

• Accessible by authorized 
agencies/individuals as defined in the 
Juvenile Act 



PaJCMS History

• Initially developed as a means of 
collecting statistics for JCJC Annual 
Disposition Report

• Deployed locally on county systems

• CJJT&R collected, analyzed, and 
verified data 



Present PaJCMS

• Redesigned as a user friendly case 
management system

• Centralized Web Application



PaJCMS Functionality

• Juvenile demographics

• Case/charge management

• Hearings

• Dispositions

• Placements/detentions

• Community Service

• Drug testing



PaJCMS Functionality

• YLS (Youth Level of Service)

• PaDRAI (Detention Risk Assessment 
Instrument)

• Probation officer notes/calendar

• Warrants

• Victim information

• Dashboards

• Reports



PaJCMS Enhancements

• Graduated Responses

• Enhanced Supervisory Functionality

• YLS 2.0

• Outcome Measures 

• Customizable user settings 



Potential Opportunities 

• Integration with mapping tools

• Application mobility (phones, tablets, 
etc.)

• Leverage related services provided 
by other agencies for additional data 
sharing opportunities



PaJCMS/CPCMS Data Sharing 

• Juvenile Demographic/Case 
information created in CPCMS and 
transfers into PaJCMS

• Hearing/Calendar 

• Currently 20 counties data sharing



PaJCMS/CPCMS Data Sharing 

• Numbers of records created via data sharing 

• Juveniles – 14,036

• Relations – 43,859

• Referrals – 19,726

• Charges – 71,736

• Hearings – 101,407

• Victims – 23,370

• Addresses – 166,249



JCJC Detention Data Sharing

• Data sharing under development in 
cooperation with JNET to transfer 
data to PCCD

• Data is used to monitor compliance 
with detention audits



Closing

• Questions/Discussions


